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' Bowtie

" Hazard

" Major Hazard

* Top Event

° Threat

" Initiating Event
¥ External event
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* Consequence

' Barrier

'* Human Barrier

" Hardware Barrier
" Active Barrier
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'Y Automatic shutdown system
" Logic Solver

'* Actuator

" Final element

'Y Passive Barrier

' Barrier Validity

" Degradation factor
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™ Degradation control

"' Probabability of Failure on Demand (PFD)

" Performance Standard / Technical Integrity Performance Standard (TIPS)
" Decommissioning

"* Safety Critical Element

** Safety Critical Activities

" Safety Critical Positions
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" Scenario
% Consequence Analysis
" LOPA
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™ PFD
™ Cause effects diagram
" Failures
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™ Basic Process Control System (BPCS)
™ Safety Instumented System(SIS)

™ Blast wall

™ Dikes

* Deluge Systems
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Y. Center for Chemical Process Safety (CCPS) - Guidelines for Risk Based Process Safety-
Wiley-AIChE (Y« V)

¢. Center for Chemical Process Safety (CCPS) - Bow Ties in Risk Management: A
Concept Book for Process Safety-Wiley-Energy Institute (Y+)A)

o

. Center for Chemical Process Safety, Y+ +V: Risk Based Process Safety Overview (Y+)¢)
. Guidelines for Risk based Process Safety, CCPS Publication.

- §
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. Center for Chemical Process Safety, Y+ +©. Business Case for Process Safety.
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TABLE 6.3

Examples of Passive IPLs

IPL

Comments

Assuming an adequate design
basis and adequate inspection
and maintenance procedures

PFD from
Literature and
Industry

PFD Used in
This Book

(For screening)

Dike

Will reduce the frequency of large
consequences (widespread spill)
of a tank overfill /rupture/spill/
etc.

1x102-1x 103

1x10-2

Underground
Drainage System

Will reduce the frequency of large
consequences (widespread spill)
of a tank overfill/rupture/spill/
etc.

1x102-1x 10

1x102

Open Vent (no
valve)

Will prevent over pressure

1x102-1x103

1x10°2

Fireproofing

Will reduce rate of heat input and
provide additional time for
depressurizing/firefighting / etc.

1x10-2-1x103

1x102

Blast-wall/
Bunker

Will reduce the frequency of large
consequences of an explosion by
confining blast and protecting
equipment/buildings/etc.

1x10-2-1 %103

1%10

“Inherently Safe”
Design

If properly implemented can sig-
nificantly reduce the frequency of
consequences associated with a
scenario. Note: the LOPA rules for
some companies allow inherently
safe design features to eliminate
certain scenarios (e.g., vessel
design pressure exceeds all possi-
ble high pressure challenges).

1x10-1-1x10-¢

1 x10-2

Flame/ Detona-
tion Arrestors

If properly designed, installed
and maintained these should
eliminate the potential for flash-
back through a piping system or
into a vessel or tank.

1x10-1-1x% 103

1x10-2
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TABLE 6.4

Examples of Active IPLs

IPL

Comments

Assuming an adequate design basis and
inspection/maintenance procedures

PFD from
Literature and
Industry

PFD Used in
This Book

(For screening)

Relief valve

Prevents system exceeding specified
overpressure. Effectiveness of this
device is sensitive to service and
experience.

1x104 -1 %105

1x10-2

Rupture disc

Prevents system exceeding specified
overpressure. Effectiveness can be
very sensitive to service and experi-
ence

1x101-1x10-5

1x10-2

Basic Process
Control
System

Can be credited as an IPL if not asso-
ciated with the initiating event being
considered (see also Chapter 11). (See
TEC 61508 (IEC, 1998) and IEC 61511
(IEC, 2001) for additional discussion.)

1x10 -1 x10-2

(>1 x 10-! allowed
by IEC)

1 x10-

Safety
Instrumented
Functions
(Interlocks)

See IEC 61508 (IEC, 1998) and IEC 61511 (IEC, 2001) for life cycle require-

ments and additional discussion

SIL1

Typically consists of:

Single sensor (redundant for fault tol-
erance )

Single logic processor (redundant for
fault tolerance)

Single final element (redundant for
fault tolerance)

=1 x10-2-<1 x 10-1

SIL 2

Typically consists of:

“Multiple” sensors (for fault toler-
ance)

“Multiple” channel logic processor
(for fault tolerance)

“Multiple” final elements (for fault
tolerance)

=1 x 10-3-<1 x 10-2

SIL3

Typically consists of:

Multiple sensors

Multiple channel logic processor
Multiple final elements

=1 x 10-4-<1 x 10-3

This book does
not specify a
specific SIL
level.
Continuing
examples
calculate a
required PFD
for a SIF

Note: Multiple includes 1 out of 2 (1002) and 2 out of 3 (2003) voting schemes

“Multiple” indicates that multiple components may or may not be required depending upon the
architecture of the system, the components selected and the degree of fault tolerance required to
achieve the required overall PFD and to minimize unnecessary trips caused by failure of individual
components (see IEC 61511 (IEC, 2001) for guidance and requirements).
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TABLE 6.5

Examples of Human Action IPLs*

IPL

Comments

Assuming adequate documentation,
training and testing procedures

PFD from
Literature and
Industry

PFD Used in
This Book

(For screening)

Human action
with 10 minutes
response time.

Simple well-documented action
with clear and reliable indications
that the action is required

1.0-1x 10!

1x 10!

Human response
to BPCS indica-
tion or alarm
with 40 minutes
response time

Simple well-documented action
with clear and reliable indications
that the action is required. (The
PFD is limited by IEC 61511; IEC
2001.)

1 x10-1
(>1x10-1
allowed by [EC)

1% 10+

Human action
with 40 minutes
response time

Simple well-documented action
with clear and reliable indications
that the action is required

1x10-1-1 x10-2

1x 10~

* Based on Inherently Safer Chemical Processes: A Life Cycle Approach (CCPS 1996b), Handbook of Human
Y ycie App

Reliability Analysis with Emphasis on Nuclear Power Plant Applications (Swain 1983).
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Examples of Safeguards Not Usually Considered IPLs

TABLE 6.1

Safeguards not

Usually
Considered IPLs Comments
Training and These factors may be considered in assessing the PFD for operator
Certification action, but are not—of themselves —IPLs.
Procedures These factors may be considered in assessing the PFD for operator

Normal Testing and
Inspection

Maintenance

Communications

Signs

Fire Protection

Requirement that
Information is
Available and
Understood

action, but are not—of themselves —IPLs.

These activities are assumed to be in place for all hazard evalua-
tions and form the basis for judgment to determine PFD. Normal
testing and inspection affects the PFD of certain IPLs. Lengthening
the testing and inspection intervals may increase the PFD of an
IPL.

This activity is assumed to be in place for all hazard evaluations
and forms the basis for judgment to determine PFD. Maintenance
affects the PFD of certain IPLs.

It is a basic assumption that adequate communications existin a
facility. Poor communications affects the PFD of certain IPLs.

Signs by themselves are not IPLs. Signs may be unclear, obscured,
ignored, etc. Signs may affect the PFD of certain IPLs.

Active fire protection is often not considered as an IPL as it is post
event for most scenarios and its availability and effectiveness may
be affected by the fire/explosion which it is intended to contain.
However, if a company can demonstrate that it meets the require-
ments of an IPL for a given scenario it may be used (e.g., if an acti-
vating system such as plastic piping or frangible switches are
used).

Note: Fire protection is a mitigation IPL as it attempts to prevent a
larger consequence subsequent to an event that has already
occurred.

Fireproof insulation can be used as an IPL for some scenarios pro-
vided that it meets the requirements of API and corporate stan-
dards.

This is a basic requirement.

Note: Poor performance in the areas discussed in this table may affect the process safety of the whole
plant and thus may affect many assumptions made in the LOPA process.
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